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Abstract: Hybrid attacks on critical infrastructure pose significant coordi-
nation problems for the European Union, NATO, and their member states.
This article examines which governance seams come into play in attacks on
maritime infrastructure in the Baltic Sea region and how the actors in-
volved respond institutionally. The analytical basis for this article is pro-
vided by the hybrid threat model developed by Giannopoulos, Smith, and
Theocharidou, which systematizes actors, domains, tools, and escalation
phases of hybrid activities. Methodologically, the study follows a case-
study approach using congruence analysis, following Blatter and Haver-
land. The data are drawn from ten coded documentary and analytical
sources, including EU Council recommendations, official government
statements, NATO documents on underwater infrastructure, and UN Secu-
rity Council records. The analysis supports all four theoretically derived as-
sumptions: governance seams become salient at the intersections of civil
and military responsibilities, national and supranational levels, political
rhetoric and operational capacity, and public accountability and intelli-
gence confidentiality. The documented institutional responses primarily
address operational aspects without resolving the underlying structural
problems. The results indicate that these governance seams are structural
in nature and can mutually reinforce each other.
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Introduction

Hybrid threats against critical infrastructure pose significant coordination prob-
lems for the European Union and NATO. The sabotage of the Nord Stream pipe-
lines in September 2022, the damage to the Balticconnector gas pipeline in Oc-
tober 2023, and the alleged severing of undersea cables by the cargo ship Yi Peng
3 in November 2024 illustrate that maritime infrastructure in the Baltic Sea re-
gion has repeatedly been the target of attacks, the perpetrators of which have
not always been conclusively identified.! These incidents raise the question of
why institutional responses remain fragmented despite recognizable threat pat-
terns.

Hybrid activities deliberately exploit ambiguity to make attribution difficult
and undermine the legitimacy of robust countermeasures.? Fjader and Schalin
further emphasize that legal and institutional deficits characterize the space be-
tween war and peace and create organizational gray areas.®> What is missing,
however, is a theory-driven, systematic examination of the extent to which doc-
umented incidents expose the governance seams that analytical models can de-
rive and whether institutional responses address them.

Governance seams are understood as structural interfaces in the institutional
framework where different areas of responsibility intersect and coordination
problems can arise in specific incidents. These interfaces emerge along several
analytically distinct dimensions: vertically, between national and supranational
levels of authority; horizontally, between sectoral domains such as civil protec-
tion and military defense; functionally, between political decision-making and
operational implementation; and epistemically, between requirements for pub-
lic transparency and constraints of intelligence confidentiality. Unlike boundaries
of responsibility, which denote legal and formal demarcations, or institutional
dividing lines, which describe organizational distinctions, governance seams re-
fer specifically to those junctures where coordination failures become likely un-
der conditions of ambiguity or crisis.

1 Christian Fjader and Johan Schalin, Building Resilience to Hybrid Threats: Best Practices
in the Nordics, Hybrid CoE Working Paper 31 (Helsinki: European Centre of Excellence
for Countering Hybrid Threats, 2024), 5, https://www.hybridcoe.fi/wp-content/up
loads/2024/05/20240527-Hybrid-CoE-Working-Paper-31-Building-resilience-to-hybrid-
threats-WEB.pdf; Charlie Edwards and Nate Seidenstein, The Scale of Russian Sabo-
tage Operations Against Europe’s Critical Infrastructure (London: International
Institute for Strategic Studies, August 2025), https://www.iiss.org/research-paper/
2025/08/the-scale-of-russian--sabotage-operations--against-europes-critical--
infrastructure/, 8-10.

2 Armin Krishnan, “Fifth Generation Warfare, Hybrid Warfare, and Gray Zone Conflict:
A Comparison,” Journal of Strategic Security 15, no.4 (2022): 14-31, 22-23,
https://doi.org/10.5038/1944-0472.15.4.2013; Chiara Libiseller, “Hybrid Warfare’ as
an Academic Fashion,” Journal of Strategic Studies 46, no. 4 (2023): 858-880, 867,
https://doi.org/10.1080/01402390.2023.2177987.

3 Fjader and Schalin, Building Resilience to Hybrid Threats, 6.
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The article closes the identified research gap by analyzing specific incidents
in the Baltic Sea region using the hybrid threat model of Giannopoulos, Smith,
and Theocharidou* and examining the suitability of the institutional responses
of the European Union, NATO, and affected member states. An institutional re-
sponse is considered appropriate if it (a) addresses the specific governance
seam, (b) creates legally secure options for action, and (c) improves coordination
among the actors involved. The analysis uses a case study approach and congru-
ence analysis, following Blatter and Haverland, to assess the extent to which em-
pirical observations align with theoretically derived assumptions.®

The underlying theoretical assumption is that governance seams become
particularly consequential where boundaries of responsibility intersect. The
analysis will therefore examine which specific governance seams can be identi-
fied empirically. The article thus combines conceptual insights from the research
literature with an empirical investigation of governance seams that arise at in-
terfaces between national and supranational, civil and military, and sectoral re-
sponsibilities.

The article is structured as follows: First, the state of the art discusses the
relevant literature on hybrid threats and governance challenges. Next, it pre-
sents the theoretical framework, introducing the hybrid threat model as an ana-
Iytical basis. The methodology section explains the case-study approach and data
sources. The analysis then examines the empirical findings, and the conclusion
summarizes the results and discusses their implications for critical infrastructure
governance.

State of the Art: Hybrid Threats and Governance Challenges

The question of which governance seams become apparent in hybrid attacks on
critical infrastructure touches on several strands of research on conceptualizing
hybrid threats, the challenges of state responses, and the buildup of resilience.
The following discussion organizes the relevant literature according to an analyt-
ical principle: it first distinguishes between works that conceptualize the phe-
nomenon of hybrid threats, then those that identify specific obstacles to re-
sponse, and finally those that analyze institutional counterstrategies and con-
cepts of resilience.

The Gray Zone as an Analytical Category

Research on hybrid threats and gray zone conflicts has done a great deal to clar-
ify the terminology in recent years. There is broad consensus that the gray zone
refers to a space for action that lies below the threshold of open warfare and in

4 Georgios Giannopoulos, Hanna Smith, and Marianthi Theocharidou, The Landscape of
Hybrid Threats: A Conceptual Model, EUR 30585 EN (Luxembourg: Publications Office
of the European Union, 2021), 11, https://doi.org/10.2760/44985.

5 Joachim Blatter and Markus Haverland, Designing Case Studies: Explanatory Ap-
proaches in Small-N Research (Basingstoke: Palgrave Macmillan, 2014).
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which actors pursue political goals through a combination of military and non-
military means.® However, Edwards and Seidenstein criticize the fact that, in Eu-
ropean contexts, the term often functions as a bureaucratic shield that tends to
obscure rather than clarify responsibilities and to hinder rather than promote
decisive action.” Hybrid threats are understood in the literature as the coordi-
nated use of diverse means below clear attribution thresholds, aimed at exploit-
ing systemic vulnerabilities and cumulatively undermining the target’s ability to
act.® The literature largely agrees that ambiguity should be understood not as a
side effect but as a core strategic element of hybrid attacks. Several scholars?®
converge on the view that this ambiguity serves multiple strategic functions: it
complicates the legitimization of countermeasures, slows collective decision-
making, and deprives targeted states of the political and legal justification for
robust responses.

Structural Barriers to Response: Attribution, Responsibility, and Threshold
Issues

Another aspect concerns the obstacles that hinder government responses to hy-
brid threats. Fjader and Schalin identify the interaction between the conceal-
ment and difficult detection of hybrid activities and legal and institutional defi-
cits in the gray zone.!® Added to this is conceptual inconsistency, which makes
joint situation assessments difficult. These findings align with Rusinaité’s obser-
vation that fragmentation due to departmental silos prevents early, integrated
planning.!

Edwards and Seidenstein 2 point out that legal deficits, attribution uncer-
tainty, and political reluctance hinder a consistent response and discourage pub-
lic attribution. In addition, outdated, underinvested, and highly interconnected

& Andrew Mumford and Pascal Carlucci, “Hybrid Warfare: The Continuation of
Ambiguity by Other Means,” European Journal of International Security 8, no. 2 (2023):
192-206, https://doi.org/10.1017/eis.2022.19.

7 Edwards and Seidenstein, The Scale of Russian Sabotage Operations, 4-5.

8 Viktorija Rusinaité, Turning Strategy into Praxis: Lessons in Hybrid Threat Deterrence,
Hybrid CoE Paper 25 (Helsinki: European Centre of Excellence for Countering Hybrid
Threats, August 2025), 20 pp., 8-9, https://www.hybridcoe.fi/wp-content/uploads/
2025/08/Hybrid-CoE-Paper-25-Turning-strategy-into-praxis-web.pdf.

9 Niklas Nilsson et al., “Security Challenges in the Grey Zone: Hybrid Threats and Hybrid
Warfare,” in Hybrid Warfare: Security and Asymmetric Conflict in International
Relations, ed. Mikael Weissmann et al. (London: I. B. Tauris, 2021), 1-18, 2-3,
https://doi.org/10.5040/9781788317795.0005; Krishnan, “Fifth Generation Warfare,
Hybrid Warfare, and Gray Zone Conflict,” 22-23; Libiseller, “Hybrid Warfare’ as an
Academic Fashion,” 867.

10 Fjader and Schalin, Building Resilience to Hybrid Threats, 6, 8f.

11 Rusinaité, Turning Strategy into Praxis: Lessons in Hybrid Threat Deterrence, 11-12.

12 Edwards and Seidenstein, The Scale of Russian Sabotage Operations, 5, 12-13.
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infrastructure increases systemic vulnerability, with cascading effects across bor-
ders.B3 The literature thus identifies a structural dilemma: the deliberate blurring
of the boundaries between war and peace obscures responsibilities and deci-
sion-making processes, while democratic systems are limited in their response
options by constitutional constraints.'* Kaihké 1> also warns against a passive sta-
tus quo logic among Western actors, who see gray zone activities primarily as
something that others engage in, while they themselves can only react and pro-
tect themselves.

Resilience as an Institutional Response

Given the obstacles to response described above, resilience has become a guid-
ing concept for dealing with hybrid threats. Bourbeau understands resilience as
a process of exemplary adaptations aimed at preserving, slightly modifying, or
fundamentally transforming a reference object.!® In terms of security policy, de
Coning describes resilience as the ability of society to ward off, cope with, and
recover from hybrid attacks without losing fundamental values, social cohesion,
and collective identity.?” Jungwirth and colleagues'® further develop this per-
spective and regard resilience as a systemic capacity to ward off hybrid threats
through coordinated protection, adaptation, and recovery capabilities across all
social subsystems, with explicit consideration given to interdependencies.
However, the literature makes it clear that resilience alone is not sufficient
and is associated with considerable implementation challenges. Rusinaité *° ar-
gues that a one-sided focus on resilience can appear weak to the outside world
and undermine deterrence. De Coning emphasizes that the fundamental unpre-
dictability of social systems complicates linear crisis planning and renders classic
top-down control models largely ineffective in hybrid situations.?® At the opera-
tional level, the heterogeneity of national regulations, the high proportion of
critical infrastructure in private hands, and investment backlogs also hinder the

13 Ondfrej Filipec, “Multilevel Analysis of the 2021 Poland-Belarus Border Crisis in the
Context of Hybrid Threats,” Central European Journal of Politics 8, no. 1 (2022): 1-18,
12, https://doi.org/10.24132/cejop_2022_1.

4 Nilsson et al., “Security Challenges in the Grey Zone,” 2.

5 |Imari Kaihko, “The Evolution of Hybrid Warfare: Implications for Strategy and the Mili-

tary Profession,” Parameters 51, no. 3 (2021): 116-127, 118-119, https://doi.org/10.5

5540/0031-1723.3084.

Philippe Bourbeau, On Resilience: Genealogy, Logics, and World Politics (Cambridge:

Cambridge University Press, 2018), 13.

17 Cedric de Coning, Strengthening the Resilience and Adaptive Capacity of Societies at

Risk from Hybrid Threats, Hybrid CoE Working Paper 9 (Helsinki: European Centre of

Excellence for Countering Hybrid Threats, 2021), 17.

Rainer Jungwirth et al., Hybrid Threats: A Comprehensive Resilience Ecosystem —

Executive Summary, EUR 31104 EN (Luxembourg: Publications Office of the European

Union, 2023), https://doi.org/10.2760/37899, 5.

19 Rusinaite, Turning Strategy into Praxis: Lessons in Hybrid Threat Deterrence, 15-16.

20 de Coning, Strengthening the Resilience and Adaptive Capacity, 15-16.
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achievement of a uniform level of resilience.?! Angstrom and Ljungkvist add that
the privatization and fragmentation of critical services complicate government
control and lead to a diffusion of responsibility.?? Effective strategies therefore
require a combination of denial through hardening and cost imposition through
sanctions.?

Institutional Countermeasures

Research documents a variety of institutional responses to hybrid threats. Nils-
son and colleagues outline the establishment of specialized institutions such as
the NATO StratCom Centre of Excellence in Riga and the European Centre of Ex-
cellence for Countering Hybrid Threats in Helsinki.?* Edwards and Seidenstein
point to maritime initiatives such as Baltic Sentry and NorthSeal, as well as legal
measures such as the British National Security Act.?®

At the national level, different approaches can be observed, but they all share
common coordination problems. Sweden, for example, has been pursuing a de-
centralized model since 2014, in which every authority and, ultimately, every cit-
izen is expected to be constantly prepared to avert hybrid attacks.?® This decen-
tralization is a response to the realization that hybrid threats affect different lev-
els simultaneously and would overwhelm a purely centralized command cen-
ter.?” The Nordic countries as a whole have established specialized agencies for
psychological defense and screening mechanisms for foreign direct invest-
ment.?® However, such national efforts reach their limits when hybrid attacks
affect cross-border infrastructure. To close these coordination gaps, Jungwirth
and colleagues propose a hybrid toolbox at the EU level that bundles opera-
tional, diplomatic, legal, and military instruments and makes them readily avail-
able.?®

Research Gap and Positioning of the Article

The above discussion has revealed that, although conceptual foundations and
significant obstacles to response have been identified in the literature, there is
no systematic empirical investigation of specific governance seams. This article

21 Edwards and Seidenstein, The Scale of Russian Sabotage Operations, 7-8.

22 Jan Angstrom and Kristin Ljungkvist, “Unpacking the Varying Strategic Logics of Total
Defence,” Journal of Strategic Studies 47, no. 4 (2024): 498-522, 21, https://doi.org/
10.1080/01402390.2023.2260958.

23 Rusinaité, Turning Strategy into Praxis: Lessons in Hybrid Threat Deterrence, 9-10.
24 Nilsson et al., “Security Challenges in the Grey Zone,” 6.
25 Edwards and Seidenstein, The Scale of Russian Sabotage Operations, 10-12.

26 Angstrom and Ljungkvist, “Unpacking the Varying Strategic Logics of Total Defence,”
19.

27 Angstrom and Ljungkvist, “Unpacking the Varying Strategic Logics of Total Defence,”
11.

28 Fjader and Schalin, Building Resilience to Hybrid Threats, 12-13, 15-17.
2 Jungwirth et al., Hybrid Threats: A Comprehensive Resilience Ecosystem, 10.
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addresses this gap by examining specific incidents in the Baltic Sea region using
the hybrid threat model developed by Giannopoulos, Smith, and Theocharidou
and assessing the suitability of the corresponding institutional responses. This
analytical approach is operationalized in the following theoretical section using
the hybrid threat model.

Theoretical Framework

The analysis of hybrid threats to critical infrastructure requires a conceptual
framework that captures the heterogeneity of the actor landscape and maps in-
stitutional response patterns. The analytical basis is provided by the hybrid
threat model developed by Giannopoulos, Smith, and Theocharidou,® which
identifies four pillars: actors and their strategic goals, domains as targets of at-
tack, tools of influence, and phases of escalation.

'd N\
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. J

[ State actors ]

Priming
Creating
vulnerabilities

Infrastructure Cyber operations

[ Non-state actors ] Political Disinformation

(" Destabilization
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Social/Societal Proxy forces
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Hybrid
warfare
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[ )

Information Sabotage

__________________________________________________________________________________________

Governance seams emerge at intersections:
Civil-military | National-supranational | Political-operational | Public-confidential

Figure 1: Hybrid Threat Model (adapted from Giannopoulos et al., 2021).

This model is suitable for investigating the governance seams defined at the
outset for two main reasons. First, it enables the systematic identification of vul-
nerabilities that arise at the interfaces between different areas of responsibility.
The model identifies typical points of attack in democratic societies, such as the
interfaces between civil and military responsibilities or between different legal

30 Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 11.
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frameworks.3! Maritime infrastructure such as submarine cables and pipelines
falls into this category, as it crosses national borders and is subject to different
levels of regulation.

Second, the model provides an analytical approach to the phases of hybrid
operations. The distinction between priming, destabilization, and coercion
through hybrid warfare illustrates that visible attacks usually follow long-term
preparatory phases.?? For governance analysis, this means that institutional re-
sponses must be tailored not only to acute incidents but also to preceding activ-
ities. The priming phase aims to create or exploit vulnerabilities without crossing
the threshold of detectability.33

The infrastructure sector holds a significant position in the model. It is de-
scribed as a mega-domain that encompasses multiple sectors and can therefore
be divided into subdomains.?* Attacks can target the degradation of services, the
destruction of key components, increases in operating costs, or the creation of
unilateral dependencies. This categorization thus allows for the precise classifi-
cation of specific incidents in the Baltic Sea region.

Theoretically supported assumptions can be derived from the hybrid threat
model and tested through congruence analysis. These assumptions are sub-
jected to a systematic congruence test in the analysis section. The hybrid threat
model describes democratic societies as vulnerable at the interfaces between
different areas of responsibility.3> For the purposes of this study, these interfaces
can be operationalized along four core dimensions of institutional differentia-
tion: civil and military responsibilities, national and supranational levels, political
rhetoric and operational capacity, and public and confidential information flows.
This operationalization gives rise to the following assumptions:

Assumption 1 (Al): Attacks on cross-border maritime infrastructure reveal
coordination problems at the governance seam between civil and military re-
sponsibilities. Civil infrastructure of strategic importance triggers both civil pro-
tection mechanisms and military response capabilities, whose interaction is
hampered by institutional divisions.

Assumption 2 (A2): Incidents affecting multiple national jurisdictions or inter-
national waters highlight governance seams at the interface between national
and supranational responsibilities. The legal framework, in particular the UN
Convention on the Law of the Sea, limits the scope for intervention by coastal
states in exclusive economic zones and creates enforcement deficits.

Assumption 3 (A3): In the case of hybrid attacks whose attribution remains
legally uncertain, the governance seam between political rhetoric and opera-
tional capacity becomes salient (for brevity, below this is often referred to as

w

! Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 10-11.
Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 36-41.
3 Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 37.

4 Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 27-28.
35 Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 10-11.
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“attribution uncertainty”). Political condemnations are made without legally cer-
tain attribution, which limits the legitimacy of countermeasures.

Assumption 4 (A4): The exchange of information in hybrid incidents is ham-
pered by the governance seam between public accountability and intelligence
confidentiality. Operational requirements for secrecy conflict with the demo-
cratic legitimacy of countermeasures.

Beyond individual assumptions, the hybrid threat model suggests these gov-
ernance seams do not occur in isolation and can reinforce one another in specific
incidents.3® For example, attribution uncertainty (A3) can complicate public com-
munication (A4), while jurisdictional fragmentation (A2) can further complicate
civil-military coordination (A1).

However, the model also has limitations that warrant acknowledgment. It
was developed primarily as a descriptive framework for EU institutions and may
therefore emphasize European governance structures over alternative analytical
perspectives. Moreover, the model’s focus on institutional interfaces may un-
derestimate the role of informal coordination mechanisms, individual agency,
and adaptive practices that can mitigate governance seams in practice. The
model also does not provide criteria for weighting the relative importance of dif-
ferent governance seams or predicting which seams will prove most consequen-
tial in specific incidents. Despite these limitations, the model provides analytical
utility in identifying potential coordination problems.

The congruence analysis examines the extent to which these expectations are
empirically supported. The responsiveness of European institutions depends on
how well these governance seams can be bridged through coordinated mecha-
nisms. The hybrid threat model makes it possible to identify the attack vectors
and assess the adequacy of institutional responses.3” For the empirical analysis,
this means that specific incidents in the Baltic Sea region are examined along the
four pillars of the model. Identifying the actors involved, the domains attacked,
the tools used, and the respective phase enables a structured assessment of the
governance seams that became apparent and the institutional countermeas-
ures.

Methodology

This research follows a case study-based approach that aims to identify causal
mechanisms and generate theory-based findings. According to Gerring,3® case
studies enable researchers to prioritize internal validity and to trace causal rela-
tionships within a small number of cases. The gain in knowledge lies less in the
breadth of generalization than in the depth of understanding of specific causal

36 Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 14.

37 Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats.

38 John Gerring, Case Study Research: Principles and Practices (Cambridge: Cambridge
University Press, 2007), 37-38.
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relationships. This methodological orientation aligns with the research question:
which governance seams become apparent in hybrid attacks on Baltic Sea infra-
structure, and how do European institutions respond to them? The present case
study makes it possible to capture precisely these interactions, which would not
be possible in the same way through a quantitative cross-sectoral analysis.

The analytical method used is congruence analysis, as described by Blatter
and Haverland.3® This method examines the extent to which empirical observa-
tions correspond to theoretically derived assumptions. In contrast to covariance-
based designs, the focus is not on variation across many cases but on comparing
theory and empirical evidence within selected cases.*® One advantage of congru-
ence analysis is that it enables a theory-driven structuring of the empirical ma-
terial without reducing the multidimensionality of the phenomena under inves-
tigation. The hybrid threat model provides the theoretical assumptions regard-
ing the domains, tools, and phases of hybrid activities.** Congruence analysis al-
lows the empirical findings to be assessed for their fit with these theoretical cat-
egories and identifies governance seams at the interfaces between different ar-
eas of responsibility.

Case selection is based on theoretical relevance. The focus is on incidents and
institutional responses in the Baltic Sea region that affect critical infrastructure
such as submarine cables and pipelines. The study period covers 2021-2025,
thus encompassing a phase of increased hybrid activities in Europe as well as
institutional adaptation processes at the European level.

The analysis is based on ten coded sources of various types (see Table 1).
These include policy documents from the European Union and NATO, official
statements from national governments and infrastructure operators, analyses
from the Hybrid Centre of Excellence, and record from meetings of the UN Secu-
rity Council.

The selection of sources follows the principle of triangulation in order to cap-
ture different institutional perspectives on the same events. The heterogeneity
of the source types enables a multi-perspective analysis of events and institu-
tional reactions. A structured coding table was developed for the evaluation. For
each source, the table records the observed activity, the domains affected ac-
cording to the categorization by Giannopoulos, Smith, and Theocharidou,*? the
tools used or implied, the phase in the hybrid activity spectrum, and the attribu-
tion status. Table 1 summarizes the key coding results. Visible governance seams
form a core analytical category and are coded along the dimensions of civil-mili-
tary, national-international, political-operational, and public-secret. These cate-

39 Blatter and Haverland, Designing Case Studies: Explanatory Approaches in Small-N Re-
search.

40 Blatter and Haverland, Designing Case Studies: Explanatory Approaches in Small-N Re-
search, 144-145.

41 Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 11.
42 Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 27-28.
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Table 1. Overview of Coded Sources with Assignment to Theoretical Assumptions

(A1-A4).
 No. Source \ Document Type Date Assumptions
1 EU Council 2022 EU Council Rec- Dec. 8, 2022 Al, A2, A3,
ommendation Ad
2 Fingrid EstLink2 Company state- Dec. 25, 2024 A2
ment
3 Finland GovCom Government Oct. 10, 2023 Al, A2, Ad
2023 press release
4 Giannopoulos et JRC research re- 2021 (Theory)
al. 2021 port
5 Kalm 2024 policy analysis May 29, 2024 A2, A3, A4
6 NATO CUIN 2024 | NATO press re- May 23, 2024 Al, A2
lease
Praks 2024 policy analysis 2024 Al, A2, A3
Sari 2025 policy analysis 2025 A2, A3
Savitz 2024 policy analysis 2024 Al, A3
10 UNSC 15243 UN Security March 27, 2023 A2, A3, A4
Council

Al: Governance seam between civil and military responsibilities

A2: Governance seam between national and supranational responsibilities

A3: Governance seam between political rhetoric and operational capacity

A4: Governance seam between public accountability and intelligence confidentiality

gories are derived directly from the theoretical framework and operationalize
the concept of governance seams.

The data quality is subject to several limitations. First, intelligence findings
and operational details are not accessible for reasons of confidentiality. The anal-
ysis is therefore based on publicly available sources and is necessarily limited by
this perspective. Second, distortions arising from the institutional positioning of
the sources cannot be ruled out, which is why the statements of various actors
are systematically compared. The results therefore do not claim to provide con-
clusive causal explanations but aim to identify recurring patterns in critical infra-
structure governance.

Analysis

The aim of this section is to use the coded sources to empirically verify the gov-
ernance seams defined at the outset. The analysis follows the logic of congru-
ence analysis by systematically comparing the four theoretically derived assump-
tions (Al to A4) with the empirical findings. The evaluation of the ten sources

11



Deniz Kocak, Connections QJ 25, no. 1 (2026): Preview

makes it possible to identify recurring patterns in institutional responses and
those areas in which questions of responsibility manifest themselves as coordi-
nation problems.

Empirical Findings: Incidents and Affected Domains

The coded sources document a series of incidents affecting the maritime infra-
structure in the Baltic Sea region. In September 2022, underwater explosions de-
stroyed three of the four Nord Stream pipelines in the exclusive economic zones
of Sweden and Denmark. In March 2023, the UN Security Council reported that
preliminary information from European authorities pointed to an act of sabotage
with the possible involvement of a state actor.*> One year later, on October 8,
2023, a leak was detected in the Balticconnector gas pipeline. The Finnish gov-
ernment announced that the damage had been localized in Finland’s exclusive
economic zone.** According to expert estimates, the damage could not have
been caused by normal gas transmission operations. At the same time, disrup-
tions to telecommunications cables were detected.*> In November 2024, the Chi-
nese cargo ship Yi Peng 3 left the Russian port of Ust-Luga and, presumably by
dragging its anchor, severed two submarine cables in Swedish and Danish waters
over a distance of about 100 miles.*®

Analysis of the domains affected reveals a consistent pattern. All incidents
primarily concern the infrastructure domain, with energy and communications
infrastructure appearing to be particularly vulnerable targets. These infrastruc-
tures are described as a mega-domain in the hybrid threat model.*” The incidents
also regularly involve other domains: the political domain is engaged through
government statements, the legal domain through investigations in several ju-
risdictions, and the diplomatic domain through international consultations. The

43 United Nations, “Security Council Rejects Draft Resolution Establishing Commission to
Investigate Sabotage of Nord Stream Pipeline,” 9295th Meeting, SC/15243, UN
Meetings Coverage and Press Releases, March 27, 2023, accessed December 16, 2025,
https://press.un.org/en/2023/sc15243.doc.htm.

4 Finnish Government, “Location of Leak in Balticconnector Gas Pipeline Identified in
Finland’s Economic Zone,” press release, Ministry of Economic Affairs and Employ-
ment, Prime Minister’s Office, October 10, 2023, accessed December 16, 2025,
https://valtioneuvosto.fi/en/-/10616/location-of-leak-in-balticconnector-gas-pipeli
ne-identified-in-finland-s-economic-zone.

4 Henrik Praks, Russia’s Hybrid Threat Tactics against the Baltic Sea Region: From Disin-
formation to Sabotage, Hybrid CoE Working Paper 32 (Helsinki: European Centre of
Excellence for Countering Hybrid Threats, May 2024), 21, www.hybridcoe.fi/wp-
content/uploads/2024/05/20240530-Hybrid-CoE-Working-Paper-32-Russias-hybrid-
threat-tactics-WEB.pdf.

46 Aurel Sari, Protecting Maritime Infrastructure from Hybrid Threats: Legal Options, Hy-
brid CoE Research Report 14 (Helsinki: European Centre of Excellence for Countering
Hybrid Threats, March 2025), 27-29, www.hybridcoe.fi/wp-content/uploads/2025/
03/20250306-Hybrid-CoE-Research-Report-14-web.pdf.

47 Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 27-28.
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European Union Council Recommendation of December 2022 illustrates this in-
terdependence.*® In addition to infrastructure damage, the sources also docu-
ment upstream activities.

The so-called Airiston Helmi case concerns the systematic acquisition of real
estate by Russian citizens on strategically significant Finnish islands near Turku
between 2007 and 2018. The acquired properties were located in close proximity
to major shipping routes and military facilities. Finnish authorities launched an
investigation in 2018 after indications of suspicious activity emerged, including
extensive construction work and unusual visitor patterns.*® This case illustrates
the priming phase of hybrid operations as defined by the model proposed by
Giannopoulos, Smith, and Theocharidou, since the aim was not immediate de-
stabilization but rather the establishment of long-term access and options for
action. Such activities aim to create vulnerabilities or map existing weaknesses
without crossing the threshold of detection. The case thus differs categorically
from infrastructure attacks, yet demonstrates that hybrid threats do not begin
with visible damage but are often preceded by years of preparatory actions.”®

Congruence Test: Theoretical Assumptions

In the following, the four theoretically derived assumptions are compared with
the empirical findings. The structure follows the approach recommended by
Blatter and Haverland,® in which theoretical assumptions are explicitly com-
pared with observed patterns. The aim is to examine whether and how govern-
ance seams cause coordination problems in specific incidents.

On the Governance Seam between Civil and Military Responsibilities (A1)

The first assumption postulated that attacks on cross-border maritime infra-
structure create coordination problems due to the governance seam between
civil and military responsibilities. The empirical findings support this assumption.

The EU Council Recommendation >? of December 2022 explicitly emphasizes
that cooperation between the European Union and NATO must fully respect the
competences set out in the treaties. This wording refers to the governance seam
itself, making clear that cooperation should take place only while maintaining
existing institutional divisions. The governance seam therefore remains, even
though the need for coordination is recognized. The practical dimension of this
governance seam became apparent during the Balticconnector investigations:

48 Council of the European Union, Council Recommendation of 8 December 2022 on a
Union-wide Coordinated Approach to Strengthen the Resilience of Critical Infrastruc-
ture, 2023/C 20/01 (Brussels: European Union, 2023), para. 3, para. 37, https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=0j%3AJOC_2023_020_R_0001.

49 Praks, Russia’s Hybrid Threat Tactics against the Baltic Sea Region, 21-22.
50 Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 31-32.

51 Blatter and Haverland, Designing Case Studies: Explanatory Approaches in Small-N Re-
search, 165-167.

52" Council of the European Union, Council Recommendation, 2023/C 20/01, para. 37.
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the Finnish Border Guard, as a paramilitary organization, supported the civilian
investigative authority, while the Estonian Navy was also involved.>® NATO re-
sponded to the series of incidents by increasing naval patrols and establishing a
Maritime Center for Security of Critical Undersea Infrastructure.>* Military re-
sources were thus used to protect civilian infrastructure without the boundaries
of responsibility being conclusively clarified. The involvement of multiple author-
ities in the EstLink 2 incident in December 2024 also showed overlap between
civil and security interests in investigating the cable damage.>> The governance
seam as a structural feature persists, with coordination problems arising on a
situational basis. Within the documented incidents, congruence is high, though
the representativeness of these patterns for other infrastructure types or re-
gions remains to be established.

On the Governance Seam between National and Supranational Responsibili-
ties (A2)

The second assumption was that incidents occurring in multiple national juris-
dictions or international waters would cause coordination problems due to the
governance seam between national and supranational responsibilities. This ex-
pectation has also been strongly supported by the empirical evidence. The EU
Council Recommendation explicitly addresses infrastructure outside the terri-
tory of Member States.”® The UN Convention on the Law of the Sea significantly
restricts the rights of coastal states to intervene in exclusive economic zones,
resulting in an enforcement deficit.>” This deficit forms the structural basis of the
governance seam. The coordination problems become apparent in specific inci-
dents.

In the Balticconnector investigations, it first had to be clarified whether Finn-
ish or Estonian authorities were responsible, as the incident affected different
exclusive economic zones.*® The EstLink 2 incident also illustrates this dimension:
the power transmission connection links Finland and Estonia, meaning that the
cross-border infrastructure required coordination between the authorities of
both countries and the grid operators Fingrid and Elering.>® The UN Security

53 Finnish Government, “Location of Leak in Balticconnector Gas Pipeline.”

54 NATO, “NATO Holds First Meeting of Critical Undersea Infrastructure Network,” May
23, 2024, accessed December 16, 2025, https://www.nato.int/en/news-and-events/
articles/news/2024/05/23/nato-holds-first-meeting-of-critical-undersea-infrastruct
ure-network.

55 Fingrid, “Fault in the EstLink 2 Electricity Transmission Connection Between Finland
and Estonia Located in the Submarine Cable,” press release, December 26, 2024,
accessed December 16, 2025, https://www.fingrid.fi/en/news/news/2024/fault-in-
the-estlink-2-electricity-transmission-connection-between-finland-and-estonia-
located-in-the-submarine-cable/.

56 Council of the European Union, Council Recommendation, 2023/C 20/01, para. 3.
57 Sari, Protecting Maritime Infrastructure from Hybrid Threats, 27-32.
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Council meeting in March 2023 highlights this governance seam particularly
clearly: the Russian draft resolution to establish an international commission of
inquiry failed due to twelve abstentions, while parallel national investigations
were underway in Denmark, Germany, and Sweden.®° This process reveals the
conflict between the international demand for clarification and the primacy of
national investigations. The governance seam creates concrete coordination
problems in the form of conflicting investigative claims. For the examined inci-
dents, congruence is high. Whether these coordination challenges reflect endur-
ing structural features or context-specific circumstances warrants further inves-
tigation.

On the Governance Seam between Political Rhetoric and Operational Capac-
ity (A3)

The third assumption was that the deliberate ambiguity of hybrid attacks triggers
a coordination problem at the governance seam between political rhetoric and
operational capacity, manifesting as a sequence of condemnation and sanction-
ing. The empirical findings clearly support this assumption.

The EU Council Recommendation is a non-binding political instrument that
proposes concrete operational measures.?! The discrepancy between political
rhetoric and actual options for action is particularly evident in attribution. The
European Council strongly condemned the Nord Stream sabotage and an-
nounced a unified and determined response.®? At the same time, no public at-
tribution to a specific actor was made. This restraint reflects the operational dif-
ficulty of attributing hybrid activities with legal certainty. Savitz describes how,
in cases of infrastructure damage, it is often difficult to provide evidence and
how attackers can invoke plausible deniability.®® In the Balticconnector incident,
however, experts largely agree that the prolonged anchor dragging could not
have been accidental.®* Nevertheless, no legally conclusive attribution to a state
actor had been made by the time this analysis was completed. The governance
seam between the political will to act and the legally secure capacity to act thus
creates ongoing coordination problems. Congruence is high for the incidents un-
der review, though the extent to which classified processes may mitigate the
publicly visible gap cannot be assessed.

60 United Nations, “Security Council Rejects Draft Resolution,” SC/15243.
61 Council of the European Union, Council Recommendation, 2023/C 20/01, para. 2.
62 Council of the European Union, Council Recommendation, 2023/C 20/01, para. 4.

63 Scott Savitz, Uncrewed Maritime Vessels: Shaping Naval Power in Hybrid Threat Oper-
ations, Hybrid CoE Working Paper 34 (Helsinki: European Centre of Excellence for
Countering Hybrid Threats, 2024), 15, www.hybridcoe.fi/wp-content/uploads/2024/
10/20241007-Hybrid-CoE-Working-Paper-34-Uncrewed-maritime-vessels-WEB.pdf.

64 Praks, Russia’s Hybrid Threat Tactics against the Baltic Sea Region, 21, footnote 60.
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On the Governance Seam between Public Accountability and Intelligence
Confidentiality (A4)

The fourth assumption postulated that information sharing in hybrid incidents is
hampered by the governance seam between public accountability and intelli-
gence confidentiality. This governance seam creates coordination problems aris-
ing from the tension between transparency requirements and secrecy interests.

An EU Council Recommendation stresses that no Member State is required
to share information that could be detrimental to its national security interests.®>
At the same time, it calls for increased information sharing. This inconsistency
highlights the governance seam.

In the Yi Peng 3 case, China conducted investigations aboard the ship behind
closed doors.®® In the Nord Stream investigations, neither Sweden nor Denmark
publicly announced any suspects before Sweden closed its investigation.®” This
secrecy may have operational reasons, but it makes public accountability difficult
and undermines the legitimacy of applying certain countermeasures.

After the Balticconnector incident, the Finnish authorities were in close con-
tact with allies and partners.58 At the same time, details concerning the status of
the investigation and potential suspects were not communicated publicly. The
information provided on the EstLink 2 incident was also limited to stating that
the authorities were investigating the sequence of events, without revealing any
details about suspicions or progress in the investigation.®® These parallel flows
of information show how the governance seam creates concrete coordination
problems between confidential and public channels. The coordination problem
manifests itself in the difficulty of establishing democratic legitimacy for coun-
termeasures when secrecy prevents public disclosure of evidence. Political deci-
sion-makers face the dilemma of either acting without public justification or re-
fraining from action until public disclosure is possible. Congruence is high within
the scope of this analysis, though distinguishing hybrid-specific governance def-
icits from challenges inherent in any sensitive investigation requires comparative
research.

Summary of the Congruence Test

The congruence test supports all four assumptions for the examined incidents.
The findings demonstrate the analytical utility of the framework for cross-border
maritime infrastructure, though generalization to other infrastructure types or

65 Council of the European Union, Council Recommendation, 2023/C 20/01, para. 2.
66 Sari, Protecting Maritime Infrastructure from Hybrid Threats, 29.

67 Helga Kalm, “NATQ’s Path to Securing Undersea Infrastructure in the Baltic Sea,” Car-
negie Endowment for International Peace, May 29, 2024, accessed December 16,
2025, https://carnegieendowment.org/research/2024/05/nato-baltic-sea-security-
nord-stream-balticconnector.

% Finnish Government, “Location of Leak in Balticconnector Gas Pipeline.”
89 Fingrid, “Fault in the EstLink 2 Electricity Transmission Connection.”

16


https://carnegieendowment.org/research/2024/05/nato-baltic-sea-security-nord-stream-balticconnector
https://carnegieendowment.org/research/2024/05/nato-baltic-sea-security-nord-stream-balticconnector

Governance Seams in Hybrid Attacks on Critical Maritime Infrastructure

geographical contexts requires additional empirical investigation. It is notewor-
thy that the governance seams do not occur in isolation but reinforce each other:
attribution uncertainty (A3) hinders public communication (A4), while jurisdic-
tional fragmentation (A2) further complicates civil-military coordination (A1).
This interdependence of governance seams was theoretically expected and has
been empirically supported.

The documented institutional responses can be divided into three categories.
First, new coordination structures were created: in May 2024, NATO established
the Critical Undersea Infrastructure Network and a Maritime Centre within NATO
Maritime Command.”® Industry, including energy operators, was integrated into
these structures. Second, the affected states intensified their cooperation in in-
vestigations and increased maritime surveillance. Finland and Estonia strength-
ened their regulatory cooperation immediately after the Balticconnector inci-
dent.”* Third, legal frameworks have been adapted: the EU Council Recommen-
dation refers to the Critical Entities Resilience (CER) Directive, the Network and
Information Security (NIS2) Directive, and the Digital Operational Resilience Act
(DORA) as tools to strengthen resilience.”? These three instruments address dif-
ferent governance interfaces. The CER Directive requires Member States to iden-
tify critical infrastructure and develop national resilience strategies, thereby es-
tablishing uniform minimum standards for physical security. The NIS2 Directive
extends cybersecurity regulations to additional sectors and introduces stricter
reporting requirements. It thereby formalizes the information exchange be-
tween private operators and government agencies. DORA focuses on the digital
resilience of the financial sector. However, all three instruments operate within
existing jurisdictional boundaries and do not fundamentally alter the structural
governance interfaces themselves.

The suitability of these responses can be assessed using the criteria defined
at the outset. With regard to addressing specific governance seams (a), the new
NATO structures show operational improvements without, however, modifying
the structural dividing lines themselves. With regard to legally secure options for
action (b), the enforcement deficit in exclusive economic zones remains.”® The
Maritime Center has improved coordination among the actors involved (c), but
fundamental questions of responsibility remain unresolved. Political condemna-
tions are regularly issued without attribution, which limits their deterrent effect.
NATO Secretary General Stoltenberg has stated that Russia is waging an intensi-
fying hybrid campaign against the Allies.”* However, attributing individual inci-
dents to state actors remains legally uncertain. The governance seam between

~

0 NATO, “NATO Holds First Meeting of Critical Undersea Infrastructure Network.”

1 Finnish Government, “Location of Leak in Balticconnector Gas Pipeline.”

2 Council of the European Union, Council Recommendation, 2023/C 20/01, para. 6-7.
3 Sari, Protecting Maritime Infrastructure from Hybrid Threats, 27-32.
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political rhetoric and the legally secure capacity to act thus persists and contin-
ues to create coordination problems.

Discussion and Classification

The empirical findings support the theoretical assumption that governance
seams exist at the interfaces between different areas of responsibility and be-
come sources of coordination problems in hybrid incidents. In line with the hy-
brid threat model, the four identified governance seams run along established
institutional dividing lines. These institutional dividing lines fulfillimportant func-
tions in peacetime: they ensure the separation of powers, safeguard national
sovereignty, and protect sensitive information. In the case of hybrid threats,
however, these governance seams become salient in specific incidents and cre-
ate practical coordination problems.

The phasing of the incidents paints a mixed picture. While the Airiston Helmi
case, in which Russian citizens acquired real estate in strategically important ar-
eas, can clearly be classified as part of the priming phase,”” the incidents involv-
ing infrastructure damage exhibit characteristics of the destabilization phase.
Such incidents demonstrate vulnerabilities and test reactions without crossing
the threshold into open confrontation.’® The limited effect of the Balticcon-
nector failure on gas supply security underscores the importance of resilience
measures. Diversification via the LNG terminal in Inkoo (Inga) had already re-
duced dependence on deliveries from Russia.”” Uncertainty regarding attribution
remains a consistent feature of all the cases examined. In none of the incidents
was a final legal determination of the perpetrators made. This attribution deficit
allows potential attackers to maintain plausible deniability. It complicates legally
and politically secure countermeasures and thus perpetuates coordination prob-
lems at the governance seam between political will and operational capacity.

It should be noted that the cases examined concern cross-border maritime
infrastructure. In purely national incidents or incidents involving other types of
infrastructure, individual governance seams may be less relevant. The high de-
gree of congruence therefore also reflects the theory-driven case selection. This
methodological limitation implies that the findings demonstrate the applicability
of the analytical framework to cross-border maritime infrastructure rather than
establishing the universal prevalence of governance seams across all hybrid
threat scenarios. Future research should include cases in which governance
seams might be expected to be less pronounced in order to test the boundary
conditions of the theoretical model.

7> Giannopoulos, Smith, and Theocharidou, The Landscape of Hybrid Threats, 31-32.
76 Praks, Russia’s Hybrid Threat Tactics against the Baltic Sea Region, 23.
77 Praks, Russia’s Hybrid Threat Tactics against the Baltic Sea Region, 21-22.
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Conclusion

This article examined governance seams in hybrid attacks on Baltic Sea maritime
infrastructure. The congruence analysis supported all four assumptions with high
empirical fit: coordination problems manifest at the civil-military interface (A1),
the national-supranational interface (A2), in the gap between political rhetoric
and operational capacity (A3), and the interface between public accountability
and intelligence confidentiality (A4). These seams do not operate in isolation but
reinforce each other. Attribution uncertainty (A3) complicates public communi-
cation (A4), while jurisdictional fragmentation (A2) impedes civil-military coordi-
nation (A1).

These findings can be systematized as follows: the identified governance
seams run along institutional dividing lines that hybrid actors can exploit. First,
they concern the interface between civil and military responsibilities; second,
the interface between national and supranational levels; third, the relationship
between political rhetoric and operational capacity; and fourth, the relationship
between public accountability and intelligence confidentiality. The documented
responses primarily address operational aspects without resolving the underly-
ing structural problems. In particular, the attribution deficit enables potential at-
tackers to maintain plausible deniability, as the analysis shows.

The article thus addresses a research gap arising from the predominantly ab-
stract description of governance challenges by analyzing specific incidents
through the lens of the hybrid threat model and examining the adequacy of in-
stitutional responses. The findings are subject to the limitations outlined in the
methodology section with regard to geographical scope, attribution uncertainty,
and access to sources. These limitations call for caution when making generali-
zations but do not detract from the structural patterns identified.

Future research could pursue several avenues. It would be worth examining
whether the identified governance seams also occur in hybrid attacks on other
types of infrastructure or in other geographical areas. Comparative assessments
of how different analytical frameworks conceptualize hybrid threats could yield
additional insights. While this study employed the model developed by Gian-
nopoulos, Smith, and Theocharidou as a heuristic lens, alternative approaches
such as the MCDC Countering Hybrid Warfare framework ’® may emphasize dif-
ferent institutional vulnerabilities and response mechanisms. Such a comparison
would clarify which analytical tools prove most productive for specific govern-
ance contexts.

The Baltic Sea region shares certain characteristics with other maritime
spaces subject to gray-zone activities. The South China Sea, where infrastructure

78 Ppatrick J. Cullen and Erik Reichborn-Kjennerud, Understanding Hybrid Warfare,
Multinational Capability Development Campaign (MCDC) project, 2017, accessed
November 15, 2025, https://assets.publishing.service.gov.uk/government/uploads/
system/uploads/attachment_data/file/647776/dar_mcdc_hybrid_warfare.pdf.
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protection intersects with contested sovereignty claims, and the Eastern Medi-
terranean, where energy pipelines traverse multiple jurisdictional frameworks,
present analogous coordination challenges. Investigating whether the govern-
ance seams identified here manifest similarly in these regions would test the
broader applicability of the theoretical model and potentially reveal region-spe-
cific variations in institutional response patterns.

Furthermore, the question of how attribution processes can be accelerated
and placed on a sound legal footing requires more in-depth investigation. Finally,
an evaluation of the new coordination structures would be necessary to deter-
mine whether they actually shorten response times. The findings support cri-
tiques of purely resilience-based strategies already discussed in the literature.
An effective strategy, therefore, requires a combination of hardening critical in-
frastructure and credible sanction mechanisms. The present study demonstrates
that the identified governance seams are structural in nature and cannot be
closed by individual institutional measures.

Disclaimer
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