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Abstract: Despite the brutality of the Russian invasion of Ukraine, support 
or sympathy toward Russia is shown by some actors on the international 
stage. This could be attributed to the multi-facet information warfare con-
ducted by Russia and its strategic partner China. However, the analysis of 
information warfare during the current war remains scattered. This article, 
therefore, adopts a documentary analysis of relevant documents and me-
dia sources to conceptualize the forms of information warfare used by 
these two countries to contribute to future studies. It then proceeds to 
discuss that the Russia-Ukraine war implies a growing use of information 
warfare in present and future wars under digitalization. Facing a growing 
threat posed to people’s cognitive understanding, the democratic commu-
nity has to be aware of this increasingly dangerous military strategy and 
develop corresponding solutions. This article suggests that different socie-
tal stakeholders must collaborate to develop comprehensive education 
and thus strengthen digital citizenship. This is vital to nurturing people into 
critical and responsible citizens, thus equipping themselves with the resili-
ence needed to combat information warfare. 

Keywords: Information warfare, propaganda, disinformation, Russia-
Ukraine war, China, digital citizenship. 

Introduction 

Russia’s brutal invasion of Ukraine clearly violates Ukraine’s territorial integrity 
and international law. The West has shown unity in countering Russia by impos-
ing unprecedentedly harsh sanctions. In addition to policy action taken by na-
tional governments, local citizens in Western countries have also demonstrated 
their discontent with Russia’s aggression by launching a series of large-scale pro-
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tests.1 However, the widespread outrage against Russia is far from universal. Nu-
merous countries and individuals have voiced their support or sympathy for Rus-
sia and aired their grievances with Western leadership in international confer-
ences, press conferences, or media platforms. 

Such pro-Russian or anti-Western attitudes could be explained by the exten-
sive circulation of manipulated information by Russia and its long-standing stra-
tegic partner China. Nonetheless, the analysis of information warfare used by 
these two countries during the war remains scattered. This article contributes to 
the security discussion by examining information warfare during the ongoing 
Russia-Ukraine war. The article argues that the war demonstrates how infor-
mation warfare can help the aggressors mobilize support, suggesting that with 
increasing digitalization, information warfare will become a more utilized tool. It 
thus becomes more urgent and important for the democratic community to pro-
mote digital citizenship to combat manipulated content. 

Since the full-scale Russia-Ukraine war started recently, there is a lack of 
peer-reviewed scholarly literature directly discussing the war and the use of in-
formation warfare. Therefore, this article presents its findings mainly through 
content and documentary analysis of official and media publications in Russian, 
English, and Chinese. The author used the relevant keywords for searching and 
came up with the analysis by identifying the most relevant materials. 

This article first conceptualizes the term information warfare. Next, it pro-
vides a comprehensive overview of Russia and China’s use of information war-
fare during the Russia-Ukraine war. Then it discusses the implication of using in-
formation warfare in the Russia-Ukraine war on future international rivalries. Fi-
nally, the article highlights the importance of digital citizenship to provide solu-
tions for individuals and governments to prevent the distortion of people’s cog-
nitive understanding. It concludes that the Russia-Ukraine war serves to warn us 
to invest in developing resilience against increasingly invasive information war-
fare. 

Information Warfare 

The term information warfare, or information war, was developed by Russia and 
is widely used. Since the early 1990s, Igor Panarin has been leading the discus-
sion of information warfare.2 He considers information warfare a psychological 

 
1  Andrew Anthony, “March in Support of Ukraine in London: Everything Was Turning 

Blue and Yellow,” The Guardian, March 27, 2022, https://www.theguardian.com/uk-
news/2022/mar/27/march-in-support-of-ukraine-in-london-everything-was-turning-
blue-and-yellow. 

2  Ofer Fridman, “‘Information War’ as the Russian Conceptualisation of Strategic Com-
munications,” The RUSI Journal 165, no. 1 (2020): 44-53, 46, https://doi.org/10.1080/ 
03071847.2020.1740494. 

https://www.theguardian.com/uk-news/2022/mar/27/march-in-support-of-ukraine-in-london-everything-was-turning-blue-and-yellow
https://www.theguardian.com/uk-news/2022/mar/27/march-in-support-of-ukraine-in-london-everything-was-turning-blue-and-yellow
https://www.theguardian.com/uk-news/2022/mar/27/march-in-support-of-ukraine-in-london-everything-was-turning-blue-and-yellow
https://doi.org/10.1080/03071847.2020.1740494
https://doi.org/10.1080/03071847.2020.1740494
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confrontation aiming to influence the rivals’ informational environment and pro-
tect a party’s environment and thus achieve certain goals.3 Other scholars, such 
as Vladimir Lisichkin and Leonid Shelepin, also contribute similar ideas. They sug-
gest that information warfare aims at influencing people’s souls to pressure the 
domestic audience to act according to the state’s interest and split their rival’s 
citizens to eliminate resistance.4 

In the Russian context, information warfare is an offensive tool adopted by 
the West to disseminate pro-West information to undermine Russia’s influence 
or destabilize Russia.5 Russia also acknowledges information warfare’s strengths 
in promoting its own narratives. Thus, it actively develops information warfare 
to gain the capability of influencing public opinions and counteracting Western 
influence. For example, the President of Russia, Vladimir Putin, declared that 

Our diplomats understand, of course, how important the battle to influence 
public opinion and shape the public mood is these days. We have given these 
issues much attention over recent years. However, today, as we face a grow-
ing barrage of information attacks unleashed against Russia by some of our 
so-called partners, we need to make even greater efforts in this direction. 

We are living in an information age, and the old saying that whoever controls 
information controls the world unquestionably sums up today’s reality... 

… We must put up strong resistance to the Western media’s information mo-
nopoly, including by using all available methods to support Russian media 
outlets operating abroad. Of course, we must also act to counter lies about 
Russia and not allow falsifications of history.6 

Interestingly, Chinese scholars share with Russian scholars similar thoughts 
on information warfare. The ancient Chinese scholar Sun Tzu famously discussed 
how information confrontation helps win the battle against other countries.7 

 
3  Igor Panarin and Lyubov’ Panarina, Informatsionnaya voyna i mir [Information War 

and the World] (Moscow: OLMA-Press, 2003), quoted in Fridman, “‘Information War’ 
as the Russian Conceptualisation of Strategic Communications.” 

4  Vladimir Lisichkin and Leonid Shelepin, Tret’ya mirovaya informatsionno-psikholog-
icheskaya voyna [The Third World Informational-Psychological War] (Moscow: Es-
kimo-Algoritm, 2003), 17. 

5  Ofer Fridman, “The Russian Perspective on Information Warfare: Conceptual Roots 
and Politicisation in Russian Academic, Political, and Public Discourse,” Defence Stra-
tegic Communications 2, no. 1 (2017): 61-86, 62, 77, https://stratcomcoe.org/ 
publications/the-russian-perspectiveon-information-warfare-conceptual-roots-and-
politicisation-in-russian-academic-political-and-public-discourse/194.  

6  Vladimir Putin, “Meeting of Russian Federation Ambassadors and Permanent Envoys,” 
transcript of a speech delivered at the Russian Foreign Ministry, Moscow, June 30, 
2016, http://en.kremlin.ru/events/president/news/52298.  

7  Evgeniya Yu. Katkova and Anna S. Yunyushkina, “Chinese Concepts and Opportunities 
in Information Warfare: China-US Rivalry in Cyberspace,” RUDN Journal of World His-
tory 14, no. 2 (2022): 197-210, 198, https://doi.org/10.22363/2312-8127-2022-14-2-
197-210.  

https://stratcomcoe.org/publications/the-russian-perspectiveon-information-warfare-conceptual-roots-and-politicisation-in-russian-academic-political-and-public-discourse/194
https://stratcomcoe.org/publications/the-russian-perspectiveon-information-warfare-conceptual-roots-and-politicisation-in-russian-academic-political-and-public-discourse/194
https://stratcomcoe.org/publications/the-russian-perspectiveon-information-warfare-conceptual-roots-and-politicisation-in-russian-academic-political-and-public-discourse/194
http://en.kremlin.ru/events/president/news/52298
https://doi.org/10.22363/2312-8127-2022-14-2-197-210
https://doi.org/10.22363/2312-8127-2022-14-2-197-210
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Contemporary scholars also echo Sun Tzu’s ideas. For instance, the father of Chi-
nese information warfare, Shen Weiguang, considers information war a measure 
to influence one’s cognitive and trust systems to control the enemy and preserve 
the country.8 

Realizing how information affects survival, the Chinese government has de-
voted more attention to information warfare. In 2003, the Chinese Communist 
Party Central Committee and the Central Military Commission set forth the 
Three Warfares (三战), including psychological warfare (心理战), public opinion 
warfare (舆论战), and legal warfare (法律战).9 The People’s Liberation Army’s 
recent texts, such as the 2013 Science of Military Strategy and 2014 Introduction 
to Public Opinion Warfare, Psychological Warfare, and Legal Warfare, have con-
tinued to incorporate the Three Warfare into China’s military thinking systemat-
ically.10 This reflects China’s increasing emphasis on how people’s cognitive un-
derstanding can influence the development of its strategic competition. Accord-
ingly, China emulates Russia by using information campaigns to promote pro-
China narratives, such as during the Covid-19 pandemic, to confront the West.11 

Meanwhile, the West, especially the United States, has considered Russia and 
China a threat to the Western-dominated world order. Therefore, in the eyes of 
Western scholars or governments, the term information warfare represents the 
weaponized spread of pro-Russia and pro-China information to gain the Western 
audience’s support.12 Take the United States National Security Strategy as an ex-
ample. In the section Information Statecraft, it states that “America’s competi-
tors weaponize information to attack the values and institutions that underpin 

 
8  Barrington M. Barrett Jr., “Information Warfare: China’s Response to U.S. Technolog-

ical Advantages,” International Journal of Intelligence and CounterIntelligence 18, 
no. 4 (2005): 682-706, 685-686, https://doi.org/10.1080/08850600500177135.  

9  Sangkuk Lee, “China’s ‘Three Warfares’: Origins, Applications, and Organizations,” 
Journal of Strategic Studies 37, no. 2 (2014): 198-221, 199, https://doi.org/10.1080/ 
01402390.2013.870071.  

10  Elsa Kania, “The PLA’s Latest Strategic Thinking on the Three Warfares,” China Brief 
16, no. 13 (2016): 13, https://jamestown.org/program/the-plas-latest-strategic-think-
ing-on-the-three-warfares/.  

11  Sascha-Dominik Dov Bachmann, Doowan Lee, and Andrew Dowse, “COVID Infor-
mation Warfare and the Future of Great Power Competition,” The Fletcher Forum of 
World Affairs 44, no. 2 (2020): 11-18, 14, https://www.jstor.org/stable/48599306.  

12  Yevgeniy Golovchenko, Mareike Hartmann, and Rebecca Adler-Nissen, “State, Media 
and Civil Society in the Information Warfare over Ukraine: Citizen Curators of Digital 
Disinformation,” International Affairs 94, no. 5 (September 2018): 975-994, 976, 
https://doi.org/10.1093/ia/iiy148; Joanna Szostek, “What Happens to Public Diplo-
macy During Information War? Critical Reflections on the Conceptual Framing of In-
ternational Communication,” International Journal of Communication 14 (2020): 
2728-2748, 2732, https://ijoc.org/index.php/ijoc/article/view/13439/0. 

https://doi.org/10.1080/08850600500177135
https://doi.org/10.1080/01402390.2013.870071
https://doi.org/10.1080/01402390.2013.870071
https://jamestown.org/program/the-plas-latest-strategic-thinking-on-the-three-warfares/
https://jamestown.org/program/the-plas-latest-strategic-thinking-on-the-three-warfares/
https://www.jstor.org/stable/48599306
https://doi.org/10.1093/ia/iiy148
https://ijoc.org/index.php/ijoc/article/view/13439/0
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free societies, while shielding themselves from outside information.” 
13 The pub-

lication also explicitly discusses the use of information operations by China and 
Russia.14 This reflects the West’s specific concern about these two states’ abuse 
of information. 

 
Table 1. Forms of Information Warfare Adopted by Russia and China during the 
Russia-Ukraine war. 

 

Forms Examples 

1. Being cautious about 
the wording 

Stating that the “invasion” is a kind of 
“operation” instead 

2. Biased coverage of 
information 

Not covering war damages, civilian 
death, and Zelenskyy’s involvement in 
the war in detail 

3. Censorship Establishing fake news laws 
Removing anti-Russian content 
Great Firewall 

4. Distortion of 
responsibilities 

Blaming NATO and the United States for 
causing the war or humanitarian 
disasters 
Accusing Ukraine of causing huge war 
destruction 

5. Baseless accusations Accusing Ukraine of committing war 
crimes 

6. Use of emotionally 
charged content 

Posting videos of women supporters 
and surrendering Ukrainian soldiers 
Calling Ukrainians ‘neo-Nazis’ 

7. Fabricated 
information 

Producing fake evidence of Ukraine 
soldiers’ violent treatment of civilians 
Exaggerating the surrender number 

8. Conspiracy theory Development of bioweapons in Ukraine 

9. Potential search 
engine optimization 

Frequent appearance of Russian state 
media in top results 

10. Disguising disinforma-
tion as fact-checking 

Debunking a 2017 strike video that is 
not circulated 

 
 

 
13  The White House, National Security Strategy of the United States of America (Wash-

ington, D.C., The White House, 2017), 35, https://trumpwhitehouse.archives.gov/wp-
content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf.  

14  The White House, National Security Strategy of the United States of America. 

https://trumpwhitehouse.archives.gov/wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2017/12/NSS-Final-12-18-2017-0905.pdf
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While the concept of information warfare appears to be mainly used to po-
liticize either side’s efforts in spreading information favorable to their camp, 
their conceptualization actually resonates with each other. The spread of manip-
ulated information aims to distort one’s mind to gather support or weaken other 
countries. We can therefore define information warfare as a combination of 
measures to manipulate a target audience’s thoughts to achieve certain political 
goals.15 Thus, as Golovchenko, Hartman, and Adler-Nissen argue, “information is 
used as a weapon and the minds of citizens are the ‘battlefield’.” 

16 

The Use of Information Warfare for Supporting Russia during the 
Russia-Ukraine War 

In this section, I analyze the use of information warfare to support Russia’s ag-
gression during the Russia-Ukraine war (summarized in Table 1). There was al-
ready extensive use during Russia’s annexation of Crimea in 2014.17 In 2022, 
however, the utilization of information warfare is even greater during the full-
scale war. China’s contributions also amplify the effect of Russia’s information 
warfare in maintaining domestic support and distorting the international audi-
ence’s perception of the war. 

Being Cautious about the Wording 

Firstly, Russia and China have been handling the wording in their expressions 
extremely carefully to avoid triggering unfavorable responses. A significant 
amount of psychological research has demonstrated the wording effect, which 
suggests that a slight change in the wording can significantly affect one’s prefer-
ence or perception of an issue.18 Both Russia and China have made use of this 
effect to convince the international audience that Russia’s military activities are 
not wars. They have consistently refused to frame Russia’s aggressive acts as 

 
15  Fridman, “‘Information War’ as the Russian Conceptualisation,” 45. 
16  Golovchenko, Hartmann, and Adler-Nissen, “State, Media and Civil Society in the In-

formation Warfare,” 976. 
17  Golovchenko, Hartmann, and Adler-Nissen, “State, Media and Civil Society in the In-

formation Warfare;” Quoted in Peter Pomerantsev, “Russia and the Menace of Unre-
ality: How Vladimir Putin Is Revolutionizing Information Warfare,” The Atlantic, Sep-
tember 9, 2014, https://www.theatlantic.com/international/archive/2014/09/russia-
putin-revolutionizing-information-warfare/379880/. 

18  Darrin R. Lehman et al., “The Focus of Judgment Effect: A Question Wording Effect 
Due to Hypothesis Confirnation Bias,” Personality and Social Psychology Bulletin 18, 
no. 6 (December 1992): 690-699, 690, https://doi.org/10.1177/0146167292186005; 
Maria Dolores Nieto et al. “Modeling Wording Effects Does Not Help in Recovering 
Uncontaminated Person Scores: A Systematic Evaluation with Random Intercept Item 
Factor Analysis,” Frontiers in Psychology 12, 685326 (2021), https://doi.org/10.3389/ 
fpsyg.2021.685326. 

https://www.theatlantic.com/international/archive/2014/09/russia-putin-revolutionizing-information-warfare/379880/
https://www.theatlantic.com/international/archive/2014/09/russia-putin-revolutionizing-information-warfare/379880/
https://doi.org/10.1177/0146167292186005
https://doi.org/10.3389/fpsyg.2021.685326
https://doi.org/10.3389/fpsyg.2021.685326
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wars or invasions, which are negatively loaded terms.19 Instead, Russia’s offen-
sive activities are called operations, such as “a demilitarization operation target-
ing military infrastructure” or “a special military operation to defend the peo-
ple’s republics.” 

20 Such sanitization of language could sway public opinion on 
Moscow’s aggression, thus reducing domestic and international resistance to 
Russia’s expansion. 

Biased Coverage of Information 

Russian and Chinese media have been selectively reporting on the war, so their 
audiences see the Ukraine crisis through a different lens. Since people collect 
information on political issues through media sources, selective reporting could 
shape the audience’s perception of the conflict, thus weaponizing information 
to serve the regime’s interests. Russian media understates the scale of Russia’s 
military activities and war destructions.21 For example, Russian state TV avoids 
reporting the situation in Kyiv and Kharkiv, where people’s houses suffer devas-
tating bombings.22 Chinese state media also scarcely cover civilian death caused 
by Russian troops in detail.23 With such media bias, the information about Rus-
sian troops’ brutality becomes obscure. The biased portrayal of the war devel-
opment could influence people to believe that Russia is not a violent aggressor. 
The audience is therefore tricked into believing in a manipulated story that the 
two governments want their citizens to consider. As a New York Times article 

 
19  Craig Silverman and Jeff Kao, “In the Ukraine Conflict, Fake Fact-Checks Are Being Used 

to Spread Disinformation,” ProPublica, March 8, 2022, https://www.propublica.org/ 
article/in-the-ukraine-conflict-fake-fact-checks-are-being-used-to-spread-
disinformation; Tara Law, “The World Is Watching Russia Invade Ukraine. But Russian 
Media Is Telling a Different Story,” Time, February 28, 2022, https://time.com/6151 
572/russian-media-ukraine-coverage/; Evelyn Cheng, “China Refuses to Call Russian 
Attack on Ukraine an ‘Invasion,’ Deflects Blame to U.S.,”CNBC, February 24, 2022, 
https://www.cnbc.com/2022/02/24/china-refuses-to-call-attack-on-ukraine-an-
invasion-blames-us.html. 

20  Simona Kralova and Sandro Vetsko, “Ukraine: Watching the War on Russian TV – a 
Whole Different Story,” BBC, March 2, 2022, https://www.bbc.co.uk/news/world-
europe-60571737; Michael M. Grynbaum, John Koblin, and Tiffany Hsu, “Several 
Western News Organizations Suspend Operations in Russia,” The New York Times, 
March 4, 2022, https://www.nytimes.com/2022/03/04/business/western-media-
operations-russia.html; “Russia Had ‘no Choice’ but to Launch ‘Special Military Oper-
ation’ in Ukraine, Lavrov Tells UN,” UN News, September 24, 2022, https://news.un.org/ 
en/story/2022/09/1127881. 

21  Law, “The World Is Watching Russia Invade Ukraine.”  
22  Kralova and Vetsko, “Ukraine: Watching the War on Russian TV.” 
23  Rachel Cheung, “Russia-Ukraine War: In Chinese Media, the US Is the Villain,” 

Aljazeera, April 6, 2022, https://www.aljazeera.com/news/2022/4/6/china-media-
coverage-ukraine-war. 

https://www.propublica.org/article/in-the-ukraine-conflict-fake-fact-checks-are-being-used-to-spread-disinformation
https://www.propublica.org/article/in-the-ukraine-conflict-fake-fact-checks-are-being-used-to-spread-disinformation
https://www.propublica.org/article/in-the-ukraine-conflict-fake-fact-checks-are-being-used-to-spread-disinformation
https://time.com/6151572/russian-media-ukraine-coverage/
https://time.com/6151572/russian-media-ukraine-coverage/
https://www.cnbc.com/2022/02/24/china-refuses-to-call-attack-on-ukraine-an-invasion-blames-us.html
https://www.cnbc.com/2022/02/24/china-refuses-to-call-attack-on-ukraine-an-invasion-blames-us.html
https://www.bbc.co.uk/news/world-europe-60571737
https://www.bbc.co.uk/news/world-europe-60571737
https://www.nytimes.com/2022/03/04/business/western-media-operations-russia.html
https://www.nytimes.com/2022/03/04/business/western-media-operations-russia.html
https://news.un.org/en/story/2022/09/1127881
https://news.un.org/en/story/2022/09/1127881
https://www.aljazeera.com/news/2022/4/6/china-media-coverage-ukraine-war
https://www.aljazeera.com/news/2022/4/6/china-media-coverage-ukraine-war
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suggests, Russia has been manipulating the messages Russians receive so they 
do not believe Russia wages war in Ukraine.24 

Censorship 

The two countries have increased levels of censorship of their media to further 
control the narrative around major events. As autocratic countries, China and 
Russia have always tightly controlled the spread of information. Such infor-
mation control has been strengthened significantly during Russia’s large-scale 
invasion of Ukraine. Notably, building on previous laws like the Russian 2019 
Fake News Law and the 2019 Russian Disrespect to Authorities Law, Russia prom-
ulgated the Russian 2022 Laws Establishing War Censorship and Prohibiting Anti-
War Statements and Calls for Sanctions on March 4, 2022. According to the laws, 
disseminating “false information” about the exercise by Russia’s state bodies 
could result in fines amounting to five million rubles and imprisonment of up to 
15 years.25 Such harsh penalties could suppress the genuine voices of people or 
the media. Given the shrinking freedom of speech and the soaring risk of opera-
tion in Russia, some Western media companies (e.g., ABC News, CNN Interna-
tional) and Russian independent media (e.g., Radio Echo, Znak.com, Dozhd) have 
suspended their operations in Russia.26,27 Moreover, apart from combating anti-
government information produced in Russia, the Moscow government also lim-
ited Russian citizens’ access to foreign media (e.g., BBC and Deutsche Welle) to 
contain the spread of anti-war materials.28 As a result, anti-Russia information is 
hardly circulated in Russia. 

Meanwhile, China also launches some milder yet robust censorship measures. 
State-owned news agencies (e.g., Horizon News) would filter anti-Russia or pro-
West content.29 Chinese media also refuses to translate or broadcast content 
with anti-Russia messages. One example of the former is the absence of transla-
tion for President of the International Paralympic Committee Andrew Parson’s 

 
24  Valerie Hopkins, “Ukrainians Find That Relatives in Russia Don’t Believe It’s a War,” 

New York Times, March 6, 2022, https://www.nytimes.com/2022/03/06/world/ 
europe/ukraine-russia-families.html. 

25  The State Duma, “Amendments on liability for fakes about the work of state bodies of 
the Russian Federation abroad have been adopted,” March 22, 2022, 
http://duma.gov.ru/news/53773/. – in Russian. 

26  Grynbaum, Koblin, and Hsu, “Several Western News Organizations Suspend.” 
27  Anna Cooban, “More Russian Media Outlets Close as Moscow Cracks Down,” CNN 

Business, March 4, 2022, https://edition.cnn.com/2022/03/04/media/russia-media-
crack-down/index.html. 

28  Cooban, “More Russian Media Outlets Close.” 
29  Carl Samson, “Chinese News Outlet Accidentally Posts Censorship Instructions on Rus-

sia-Ukraine Coverage,” NextShark, February 24, 2022, https://nextshark.com/ 
chinese-news-russia-ukraine/.  

https://www.nytimes.com/2022/03/06/world/europe/ukraine-russia-families.html
https://www.nytimes.com/2022/03/06/world/europe/ukraine-russia-families.html
http://duma.gov.ru/news/53773/
https://edition.cnn.com/2022/03/04/media/russia-media-crack-down/index.html
https://edition.cnn.com/2022/03/04/media/russia-media-crack-down/index.html
https://nextshark.com/chinese-news-russia-ukraine/
https://nextshark.com/chinese-news-russia-ukraine/
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condemnation of Russia at the opening of the 2022 Winter Paralympic Games.30 
An example of the latter occurred with the lack of broadcasting for the English 
Premier League Matches in which players planned to express their support for 
Ukraine.31 It is worth noting that China’s Great Firewall continues to act in this 
critical crisis, which is often neglected in related discussions. China uses the 
Great Firewall to complement its new censorship measures. People are blocked 
from accessing foreign websites (e.g., Wikipedia), social media (e.g., Twitter, Fa-
cebook), and search engines (e.g., Google).32 Thus, Chinese citizens can hardly 
access foreign anti-war information. All these measures result in the circulation 
of one-sided information within China that encourages the domestic commu-
nity’s tendency to support Russia’s invasion. 

Distortion of Responsibilities 

Despite being the initiator of the war, Russia has consistently shifted the respon-
sibility to Ukraine and the West with China’s assistance. Putin has insisted that 
the “special military operation” is a forced measure.33 The Moscow Government 
and Chinese state media leveraged the “Blame NATO” argument, developed by 
political scientists like John Mearsheimer, 34  to blame NATO and the United 
States for failing to satisfy Russia’s demand for security and thus forcing Russia 
to attack Ukraine.35 China’s Foreign Ministry even accused the United States of 

 
30  Weilun Soon, “Chinese Translators Offered a Watered-down Version of the Paralympic 

Committee President’s Anti-war Speech during the Games’ Opening Ceremony,” Busi-
ness Insiders, March 7, 2022, https://www.businessinsider.com/chinese-state-tv-
avoids-anti-war-views-paralympics-opening-speech-2022-3. 

31  Beiyi Seow, “Chinese Media Echoes Russia on Ukraine War,” The Moscow Times, 
March 14, 2022, https://www.themoscowtimes.com/2022/03/14/chinese-media-
echoes-russia-on-ukraine-war-a76913. 
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being “the real trouble-maker and threat to security in the world,” 
36 which is 

supported by fierce criticisms against the United States by media agencies like 
China Military Online and People’s Daily.37 China’s state-led media Global Times 
even created the hashtag #UkraineCrisisInstigator to blame the United States 
and NATO.38 It also published a series of stories and cartoons (e.g., Figure 1) to 
show how the United States is bringing trouble to the world 

39 and distract the 
audience from the Russia-Ukraine war by discussing how the United States cre-
ated humanitarian disasters and bloody turbulence in previous wars like Iraq, 
Syria, and Afghanistan.40 These could redirect the audience to ignore Russia’s re-
sponsibility for causing the war while undermining the West’s credibility and 
thus discouraging participation in the West’s anti-Russian call. 

 
 

Figure 1: A Cartoon Published in the Global Times Blaming the United States for 

Causing the War. (Source: Global Times, https://www.globaltimes.cn/page/202203/ 
1256665.shtml) 
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Meanwhile, apart from criticizing the United States and NATO, Russian TV 
also accused Ukraine of being responsible for the strikes in the Donbas region of 
Ukraine to shift the responsibility for the severe damages to infrastructure, hous-
ing, and other facilities.41 This could deter citizens in other states from develop-
ing sympathy towards Ukraine, thus favoring Russia’s expansion. 

Baseless Accusations 

Russia has accused Ukraine of harming civilians or threatening Russia without 
justification. Russia asserts that Ukraine is committing genocide against Russian-
speaking people in the eastern territory of Ukraine.42 Moreover, Russia’s state-
controlled Channel One has spread claims that Ukrainian troops were bombing 
residential buildings and warehouses with ammonia, despite lacking evidence.43 
It also alleges that Ukraine is using more than 4.5 million civilians as human 
shields, thus committing war crimes.44 For instance, the chief spokesman for the 
Russian Ministry of Defence, Igor Konashenkov, stated that “[T]he Kyiv regime 
uses the residents of the city as a ‘human shield’ for the nationalists who have 
deployed artillery units and military equipment in residential areas of the capi-
tal.” 

45 This, again, is intended to help Russia shift the responsibility for causing 
the war to its enemy and reduce resistance to its invasion. 

Use of Emotionally Charged Content 

Russia and China have produced emotionally charged content to derogate 
Ukraine and the West or defend Russia’s reputation. Emotionally charged mate-
rials can prompt the audience to accept and spread ideas without carefully con-
sidering or examining evidence.46 On the one hand, Russia and China have circu-
lated pro-Russia military activities materials (e.g., clips of women supporting 
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Russian soldiers 47 and clips of surrendered Ukraine soldiers 
48) to boost Russians’ 

morale and consolidate the consensus on Russia’s military activities. In addition, 
the sense of competence promoted by the materials could help Russia arouse 
national sentiment and avoid domestic resistance. On the other hand, Russia has 
been producing emotionally appealing content to change the perception of 
Ukraine, where people may believe their government is full of Nazis. Towards 
that aim, officials and media refer to Ukraine as a neo-Nazi force and compare 
Russia’s invasion of Ukraine to the Soviet Union’s defense of its homeland from 
Nazi aggression.49 Such content can vilify the current administration and stir fear 
among Russian citizens or racial groups that Nazi Germany has threatened, thus 
persuading these people to support Russia’s “de-Nazification” military activities 
as a liberation. 

Fabricated Information 

Russia has fabricated information about the war to shatter Ukraine’s image and 
morale. While some aforementioned accusations lack evidence, Russia has at-
tempted to produce evidence to justify its claims. For example, Russia planned 
to produce a video in which Ukrainian soldiers treat civilians violently to jeop-
ardize Ukraine’s reputation on the international stage.50 This has altered the 
truth and deceived individuals, consolidating and expanding Russia’s support 
base. Additionally, Russia has fabricated materials targeting Russian and Ukrain-
ian audiences to distort the war development. Russia’s state-owned news 
agency RIA News has denied that Russian aircraft, helicopters, and armored ve-
hicles were lost,51 which contradicts international reports.52 Russia also spread 
false claims that Ukraine’s military personnel were leaving their positions, con-
tradicting the Ukrainian officials’ firm refusal to surrender or escape.53 Moreover, 
Russia has been exaggerating the number of surrendered Ukrainian soldiers.54 
These efforts could undermine Ukraine’s and boost its own troops’ morale, thus 
increasing the likelihood of winning the war. By creating an image that Russia 
has the upper hand in the war and the Ukrainian militaries are cowardly, the 
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fabricated materials could weaken Ukrainian support for its government and en-
courage Russians to support Moscow’s “special military operation.” 

Conspiracy Theory 

Russia and China have been spreading conspiracy theories to encourage the au-
dience to support Russia’s invasion. Conspiracy theories refer to unverified alle-
gations that some hidden or powerful agents carry out secret plots to cause 
some political or social events to happen.55 Psychological studies have suggested 
that when people lack trust in others or feel insecure, they tend to believe in 
conspiracy theories.56 Distrust towards the West has risen in countries like China, 
Iran, and Turkey.57 This has provided favorable conditions for the spread of con-
spiracy theories. Russian government and media have been spreading messages 
that Ukraine has built up bioweapon-manufacturing laboratories with the United 
States’ financial assistance.58 Such claims are further disseminated by Chinese 
media virally.59 The head of the Russian space agency Roscosmos also wrote that 
Ukraine had developed a bioweapon that could hinder the reproductive capabil-
ity or immunity of Russians, thus making them vulnerable to extinction.60 This 
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could further stir controversies and breed hostility of their domestic audience 
and non-Western audiences against the West. 

Potential Search Engine Optimization 

Russia may have practiced search engine optimization (SEO) to accelerate the 
spread of the pro-Russia narrative. SEO is the practice of improving the search 
ranking of the materials, such as by mentioning specific trending keywords.61 For 
some search items (e.g., DPR and LPR), Russian state media appear more fre-
quently in the top search results.62 While it remains unclear whether it is caused 
by Russia’s deliberate manipulation of its content to fit the algorithms or coinci-
dentally caused by the mass production of content, this issue warns us that SEO 
could significantly affect the results of people’s search for information. Seeing 
only the Russian sources may distort their views and perspectives in line with 
state-sponsored fabrication. 
 

 

Figure 2: The Top Search Results on Google News for Two Key Items Related to the 
War (Source: Brookings, https://www.brookings.edu/techstream/the-surprising-
performance-of-kremlin-propaganda-on-google-news/). 
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Disguising Disinformation as Fact-checking 

Lastly, Russia has introduced a new tactic that has never been seen in other con-
flicts: disguising disinformation as fact-checking. Traditionally, fact-checking has 
been regarded as an effective way to combat fake information. Nonetheless, 
Russia has used the rubric of “fact-checking” to circulate more fake claims by 
using fake stories to refute another fake story. For example, pro-Russian forces 
claimed that Ukrainians were circulating a video of a strike to accuse Russia of 
bombing Kharkiv. Another “fact-checking” video is then posted to explain that 
the strike video was actually a video shot in 2017 and the Ukrainians were 
spreading lies. Nonetheless, there is no evidence proving that the Ukrainian gov-
ernment circulated the strike video.63 After examining the metadata of the vid-
eos, Darren Linvill argues that such debunking videos are created by the person 
who made the fake strike video.64 Meanwhile, other “fake” and corresponding 
“fact-checking” videos were also presented by state-controlled channels.65 This 
new tactic has made information more confusing while tricking some audiences 
into believing that Russia spreads correct information and Ukraine is the liar, 
thus helping the Moscow government gain support. 

Summary 

In essence, Russia has been actively involved in information warfare during the 
Russia-Ukraine War, while China has also played a supporting role in assisting its 
partner’s invasion. The variance, extensiveness, and scale of Russia’s battlespace 
use of people’s cognitive abilities and understanding have been unprecedent-
edly large. Old tactics have been refined, and new tactics have also been devel-
oped (Table 1), thus enhancing the effectiveness of manipulating information as 
strategic tools in building domestic and international support. 

The Implication of Information Warfare 

With rich resources, the state authority is capable of producing, manipulating, 
and circulating content to promote certain positions and views.66 Meanwhile, 
due to the abundance of information, people often experience information over-
load, which refers to being overwhelmed by an excessive amount of infor-
mation.67 They lack the capacity and time to process all information, so they 
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need to seek shortcuts to consume information.68 Manipulated information is an 
attractive shortcut because it is brainwashing, invasive, or emotionally appeal-
ing.69 However, such information is deliberately distorted, and the audience may 
not notice that. Therefore, information warfare can prompt people to believe 
and behave in a way aligned with the initiator’s political goals.70 The weaponiza-
tion of information and people’s cognitive understanding could, therefore, sig-
nificantly affect the supporting base for the aggressor. The strong domestic sup-
port for Russia’s invasion and the surprising sympathy towards Russia should 
thus be attributed to the factor that Russia and China have been disseminating 
manipulated information. Such information warfare has helped counteract pro-
Ukraine information influence, thus helping Russia to reduce resistance. 

Domestically speaking, according to a poll conducted in Russia by the Levada 
Center, 77 % of respondents support Russian military actions in Ukraine in May 
2022 (Table 2).71 Regarding China, a significant number of posts were cheering 
for Russia’s “anti-Western” war.72 It is true that in autocratic countries like Russia 
and China, the credibility of media and polling is questionable because there is 
censorship or falsification of the preferences.73 People are often unwilling to crit-
icize the government.74 Therefore, the support for Russian military actions is 
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likely overstated. Nonetheless, the poll has been conducted by the only remain-
ing independent pollster in Russia, which is a more trustworthy or legitimate 
source.75 Some pro-Russian and anti-Western posts are also created or shared 
by China’s domestic audience rather than by the state media, which implies a 
certain level of national support for Russia. One could not ignore the large do-
mestic supporting base of Russia’s invasion and the widespread distortion of 
public opinion. Information warfare clearly plays a role in gathering domestic 
support for Russian aggression. 

 
Table 2. Domestic Support for Russian Military Actions in Ukraine.  

 

Category March 22 April 22 May 22 

Definitely support 53 % 45 % 47 % 

Rather support 28 % 29 % 30 % 

Do not support 14 % 19 % 17 % 

Difficult to answer 6 % 7 % 6 % 

Source: Levada, “Conflict with Ukraine,” June 2022. 

 
Internationally speaking, while the Western powers are furious at Russia’s 

unlawful invasions, a number of countries unexpectedly refuse to join the Anti-
Russian call. Thirty-five countries like India and South Africa have abstained in 
the UN vote on the resolution condemning Russia’s invasion.76 Some citizens of 
African countries even considered Putin their hero who is brave in confronting 
Western hegemony.77 Admittedly, other factors (e.g., discontent with the West’s 
past military activities, hypocritical embracement of Ukraine, biased treatment 
of non-Western countries) could affect various countries’ attitudes towards the 
West’s anti-Russian call.78 However, information warfare can complement other 
factors to further intensify people’s distrust or hostility toward the West, thus 

 
75  Peter Dickinson, “More Than Three-quarters of Russians Still Support Putin’s Ukraine 

War,” Atlantic Council, June 6, 2022, https://www.atlanticcouncil.org/blogs/ 
ukrainealert/more-than-three-quarters-of-russians-still-support-putins-ukraine-war/. 

76  Amitav Acharya, “Global South Reacts to Western Call for Unity against Russia,” Re-
sponsible Statecraft, March 29, 2022, https://responsiblestatecraft.org/2022/03/ 
29/global-south-reacts-to-western-call-for-unity-against-russia/. 

77  Khatondi Soita Wepukhulu, “An African View of What’s Happening in Europe,” open-
Democracy, March 3, 2022, https://www.opendemocracy.net/en/5050/an-african-
view-of-whats-happening-in-europe/. 

78   Joseph Krauss, “Many in Mideast See Hypocrisy in Western Embrace of Ukraine,” The 
Associated Press, March 29, 2022, https://apnews.com/article/russia-ukraine-
islamic-state-group-jerusalem-migration-europe-
1ce41cc04aed6afc415e6ed83f83c984; Aude Darnal et al., “The Global South on 
Ukraine,” Inkstick, May 25, 2022, https://inkstickmedia.com/the-global-south-on-
ukraine/; Acharya, “Global South Reacts to Western Call.” 
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prompting them to stay away from the West or even align with Russia. Therefore, 
apart from reducing the legitimacy of the anti-Russian initiative and showing a 
weakness of the West in leading the anti-Russian chorus, the non-negligible sup-
port or sympathy towards Russia also implies that the spread of state-sponsored 
biased information can strongly influence people’s attitude towards a political 
issue. 

Meanwhile, we also need to acknowledge the important implication of infor-
mation warfare on future wars. Thanks to the development of satellites, the in-
ternet, and other digital technologies, the spread of information, including prop-
aganda and disinformation, will become faster and less costly. As a result, both 
domestic and international audiences will have greater exposure to such manip-
ulated information.79 Therefore, information warfare will become increasingly 
effective, as demonstrated by the Russia-Ukraine War. 

Admittedly, social media platforms are now collaborating with independent 
fact-checkers to label false and misleading content, which could make the dis-
semination of manipulated information difficult. Nonetheless, the current algo-
rithms and human moderation are far less than perfect. If there is an influx of 
diverse manipulated information, it is costly to remove all the content, not to 
mention whether this could constitute a violation of freedom of speech.80 The 
threat of information warfare will therefore remain despite the development of 
fact-checking mechanisms. 

The use of information warfare will persist and people’s cognitive under-
standing is at risk of foreign intervention or distortion. The term fact-checking 
may end up being a tool for politicians to debunk false information to make other 
false information more persuasive, so people will find difficulties in finding reli-
able sources of information. Truth, therefore, becomes even more difficult to be 
identified. More people will be tricked into believing manipulated information, 
which means their perceptions can be shaped by malicious material to become 
an aggressor’s supporter. Wars no longer solely take place on a physical battle-
field with guns and missiles, but people’s minds will become a more important 
arena. 

What Should We Do? More Education Is Needed 

While the rise of information warfare is an uncomfortable truth to truth-seekers 
like us, we must stand against the malicious manipulation of information to de-
fend the independence of our minds. The same applies to the government be-
cause citizens’ inability to distinguish truth can seriously threaten security and 

 
79  Szostek, “What Happens to Public Diplomacy During Information War?” 2733. 
80  Kelley Cotter, Julia R. DeCook, and Shaheen Kanthawala, “Fact-Checking the Crisis: 

COVID-19, Infodemics, and the Platformization of Truth,” Social Media + Society 8, 
no. 1 (January 2022): 3, https://doi.org/10.1177/20563051211069048. 
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ruling stability.81 Thus, more education on analyzing information is needed to 
help people maintain their rationality. 

According to Zara Abrams, cyber citizenship (also commonly referred to as 
digital citizenship), which refers to the combination of digital literacy, responsi-
ble behavior, and awareness of the threat of online manipulation, could effec-
tively help individuals tackle information warfare.82 This combination provides a 
holistic framework for individuals to learn to deal with manipulated information 
and for the government to implement counter-information warfare education. 

Individuals 

It should be acknowledged that the characteristics of digital citizens largely re-
semble those of ordinary citizens. Digital citizens have their corresponding rights 
and responsibilities in the virtual community as citizens in the physical commu-
nity.83 Critical thinking, in particular, is an element of a good digital citizen that 
deserves our attention. 

Individuals must recognize that they are targets in information warfare. With 
the increasing trend of using information warfare, all citizens should be aware of 
the possibility of coming across manipulated information on media platforms. It 
is, therefore, of utmost importance for individuals to enhance their digital liter-
acy. While digital literacy has been a contested concept, it can be summarized as 
the skills, knowledge, and competence of assimilating, evaluating, and reinte-
grating information properly and meaningfully.84 It helps individuals exercise 
critical thinking and enhance their resilience against information warfare. 

 
81  European Commission, “Tackling Online Disinformation: A European Approach,” 

(COM(2018) 236 final) (Brussels: European Commission, 2018), 2-3, https://eur-
lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52018DC0236.  

82  Zara Abrams, “The Role of Psychological Warfare in the Battle for Ukraine,” Monitor 
on Psychology 53, no. 4 (2022): 18, https://www.apa.org/monitor/2022/06/news-
psychological-warfare.  

83  Gülcan Öztürk, “Digital Citizenship and Its Teaching: A Literature Review,” Journal of 
Educational Technology & Online Learning 4, no. 1 (2021): 31-45, 32, http://doi.org/ 
In particular 10.31681/jetol.857904.  

84  Carolyn R. Pool, “A New Digital Literacy: A Conversation with Paul Gilster,” Education 
Leadership 55, no. 3 (1997): 6-11, 9, https://www.learntechlib.org/p/83481/; Luci 
Pangrazio and Julian Sefton-Green, “Digital Rights, Digital Citizenship and Digital Liter-
acy: What’s the Difference?” Journal of New Approaches in Educational Research 10, 
no. 1 (2022): 15-27, 21, https://doi.org/10.7821/naer.2021.1.616; Luci Pangrazio, 
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Comparative Review of Publications across Three Language Contexts,” E-Learning and 
Digital Media 17, no. 6 (2020): 443, https://doi.org/10.1177/2042753020946291; 
Danhua Peng and Zhonggen Yu, “A Literature Review of Digital Literacy over Two Dec-
ades,” Education Research International 2022, no. 1 (2022): 2, https://doi.org/ 
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Learning and Education: A Systematic Literature Review Using Text Mining,” Education 
and Information Technologies 27 (2022): 7395-7419, https://doi.org/10.1007/s10639-
021-10832-5. 
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First, individuals have to identify the sources of information. Some media and 
intermediaries tend to show bias or be weaponized by the state to distort the 
audience’s mind. Examples include state-owned media, individuals or media af-
filiated with political parties or certain political stances, and sources from auto-
cratic countries with censorship, such as Global Times and People’s Daily in China, 
as mentioned. This implies that the sources themselves reflect their stance on 
certain issues, which impacts their credibility. Individuals should therefore check 
the sources’ political and ideological affiliations before fully trusting the infor-
mation. They should also strive to collect accurate and objective information 
from more independent and trustworthy sources, which undergo a rigorous re-
port process, provide up-to-date references, and offer balanced perspectives. It 
is also possible that biased media and intermediaries could cite ‘credible’ sources 
out of context to gain higher credibility, so individuals should check not only the 
sources but the citations as well. 

Second, individuals have to identify emotive and propaganda elements. It is 
common for information warfare to adopt offensive or emotive language to 
stimulate readers’ interest and affect their rationality. For example, China has 
been using negative words like “vampires,” “brutality,” and “hegemony” to de-
scribe the United States during the Russia-Ukraine war so as to cultivate an anti-
American sentiment.85 Therefore, people must stay calm when they read emo-
tive content so that they can rationally analyze information and avoid being 
weaponized by aggressors. 

Third, individuals should develop the habit of checking multiple sources. As 
mentioned, some information channels selectively report facts, convey bias, or 
spread fake news, so individuals cannot rely on one single source to grasp the 
full picture of the issue. Besides helping individuals gain a deeper and broader 
understanding of the issue, going through more sources also allows individuals 
to check whether some claims are false or really exist. Thus, they can verify 
whether debunking videos are debunking existing or artificially created false in-
formation, and so rendering this new tactic less effective. 

By developing digital citizenship and enhancing their digital literacy, individ-
uals can critically analyze information from different layers of sources (Figure 3). 
Individuals could then identify whether the sender, intermediary platforms, and 
media are intrinsically biased, thus evaluating the source’s trustworthiness and 
message. They could also gain the capability of evaluating the credibility of dif-
ferent messages by comparing them with a wide range of sources or with ra-
tional analysis. This helps to avoid traps of manipulated information that pene-
trates these layers. This could significantly reduce information warfare’s effec-
tiveness in exploiting one’s cognitive and decision-making capability. 

 
85  Li, “Human Rights Destroyer.” 
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Figure 3: Five Layers of Information Channels (Source: Karlsen & Aalberg, “Social 
Media and Trust in News,” adapted by the author). 

 
Moreover, the possibility of coming across manipulated information also 

means that other netizens can be weaponized by receiving or disseminating ma-
nipulated information. Thus, posting, commenting, and spreading content can 
have political implications: Individuals’ acts in the virtual community can un-
knowingly assist the aggressor in circulating manipulated information, thus facil-
itating its aggression.86 Therefore, individuals should be responsible for their ac-
tions in the virtual community. They should think before posting and sharing con-
tent. Everyone’s wholehearted contributions are vital to preventing the circula-
tion of manipulated information.  

The Government 

Individuals may not recognize the danger posed by information warfare as ma-
nipulated information unconsciously affects one’s mind. Therefore, the govern-
ment needs to take an active role in promoting digital citizenship education so 
its citizens can be resilient against information warfare. This could, in turn, en-
courage citizens to take up individual efforts such as those discussed above to 
improve their digital literacy and critical thinking skills. The government can in-
tervene in two main ways to avoid public defeat in information warfare. 

The government has to develop a comprehensive curriculum for educating 
people on the importance and skills of tackling information warfare. While some 
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countries have developed education for training students’ analytical and evalu-
ation skills, some (e.g., the United Kingdom) failed to refine the curriculum to 
adapt to the rapid changes in the digital environment.87 Also, some digital citi-
zenship projects (e.g., the Digital Drivers’ License project in the United States) 
are limited to certain age groups, thus ignoring other students and/or adults who 
are equally or more vulnerable to manipulated content.88 Given the growing use 
of information warfare, the inadequacies of current curricula are becoming more 
obvious. Policymakers should therefore devote more resources to promoting 
digital citizenship. The curriculum has to include more content to help students 
identify fake news, disinformation, biased information, and other common ele-
ments of information warfare, as well as encourage criticality. Formative and 
summative assessments (e.g., tests, conversations) are also necessary to help 
students fully understand their knowledge and skills and assess teaching effec-
tiveness.89  

Meanwhile, teachers and schools may lack the relevant knowledge or re-
sources to implement such curricula and assessments. As a principal stakeholder 
in the learning ecosystem, the government has to organize training, provide 
guidelines, or produce learning resources (e.g., handouts, worksheets, teaching 
plans, and presentations) to facilitate teaching and learning.90 These are essen-
tial for the school to teach digital citizenship and literacy effectively.91 If possible, 
the government can leverage the power of other stakeholders like think tanks 
and non-governmental organizations to fill in the resource gap and develop sup-
porting measures. The institutionalization of such education could help nurture 
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88  International Society for Technology in Education, “Digital Citizenship Defined: Teach 
the 9 Elements to Enhance Students’ Safety, Creativity and Empathy,” 20, 
http://oped.educacion.uc.cl/website/images/sitio/formacion/estudios/marcos/ciuda 
dania%20digital/ISTE_2018_Digital_Citizenship_Defined_Teach_9_elements.pdf.  
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our future generations into responsible and digitally literate citizens who can 
confidently survive in the turbulent digital era. 

Furthermore, the government has to launch media promotions to comple-
ment school education. While school education promotes digital citizenship im-
mersively, the non-student public could not receive such valuable lessons. Mass 
media and social media promotion with high public coverage are thus needed to 
raise public awareness of information warfare effectively. These promotions can 
help improve people’s understanding of social issues, mobilize support, and re-
mind them to protect themselves against certain threats.92 In this case, adver-
tisements and promotional videos can be produced to provide timely and rich 
information about information warfare. This helps the public understand the risk 
posed by information warfare, thus encouraging public engagement in develop-
ing digital citizenship. With the use of multiple channels, the government can 
effectively help its citizens think, analyze, and evaluate critically, thus strength-
ening their immunity to manipulated content. 

It must be emphasized that such education projects should be long-term with 
constant evaluations and adjustments because of the fast-changing nature of 
media.93 As Gianfranco Polizzi and Ros Taylor point out, “Misinformation is not 
new. But in the digital age, misinformation has acquired new forms and new 
means to spread rapidly.” 

94 The Russia-Ukraine War has already reflected that 
new information warfare strategies are being developed. In the future, with the 
growing attention on this new warfare, more creative and effective strategies 
will be persistently introduced. The government must review its education pro-
jects frequently to adapt to the new context. Quantitative and qualitative re-
search can be conducted regularly to evaluate whether students are digitally lit-
erate and whether more supporting resources are needed. It also needs to ref-
erence other countries’ examples to improve its education. In this way, the 
whole country can become more capable of defending itself from malicious ma-
nipulation of information. 

Summary 

The success of strategies for combating information warfare depends on the 
contributions from multiple parties, as synthesized in Figure 4. The importance 
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for individuals to enhance their digital citizenship provides insights into the gov-
ernment’s future policy direction. The government has to coordinate and collab-
orate with different sectors closely to gain support or advice to improve its cur-
rent education in and out of school. This helps the country overcome the chal-
lenges posed by information warfare. 

 

 
Figure 4: Summary of the Solution (by Author). 

Conclusion 

The Russia-Ukraine war has demonstrated that the extensive use of information 
warfare can profoundly impact people’s attitudes to the war and its develop-
ment. By providing a systematic categorization and analysis of the use of infor-
mation warfare during the war, this article contributes to future security studies 
investigating old and new tactics while focusing on a theoretical perspective. 
More empirical research is needed to comprehensively evaluate the impact of 
such tactics, thus assessing the threat posed by information warfare. 

It should, however, be noted that this article is not entirely attributing some 
people’s support towards Russia in the war to information warfare. Other factors, 
such as Russia’s well-established positions in developing countries and the back-
lash of the West’s harsh sanctions, could also cause individuals to be more pro-
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Russian in this crisis. These factors, including information warfare, could comple-
ment each other to reinforce people’s pro-Russian attitudes further. This article, 
therefore, aimed to highlight, but not over-emphasize, the role of information 
warfare in the war. 

Meanwhile, this article has shed light on the multi-faceted use of Information 
warfare in the Russia-Ukraine war. Information warfare is rapidly evolving, but 
unfortunately, the democratic community is not yet well-prepared for the in-
creasing coverage of manipulated information. There is much for us to do to de-
velop an effective response to the challenge posed by manipulated content. 
Therefore, such dynamics of international security are serving as an alarm that 
the democratic community and security discipline must keep an eye on the de-
velopment of such creative forms of warfare so that we can respond appropri-
ately to future information warfare. 

The future of democracy could remain hopeful if individuals and the govern-
ment recognize their important stakes in shaping a community that is resilient 
against information warfare. Individuals have to step up to be critical and re-
sponsible citizens. Comprehensive education developed and promoted by the 
concerted efforts of multiple parties is also necessary to make citizens capable 
of combating manipulated information. Therefore, close collaboration between 
the government and relevant parties is strongly encouraged. 
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